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CenturyLink:

CenturyLink®
Managed Security Service (MSS)

Security Services Managed by
CenturyLink

CenturyLink provides a comprehensive MSS offering to include
managed prevention, vulnerability scanning and incident response
services. Our network based MSS solution delivers a fully
integrated, carrier-grade, GSA accredited platform that meet all
EIS network security requirements. Additional benefits of our MSS
for the agency include security event and incident management,
vulnerability management services, patch management, custom © Cybersecunty
signature, policy application, and role based identity and access
management. CenturyLink’s MSS provides protection of endpoints,
email, web, and networks, through authentication, anti-virus,

anti-malware/spyware, intrusion detection, and security event HlGHLlGHTS
management.
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cyber criminals and corrupt organizations.

CenturyLink provides a comprehensive MSS portfolio that uses both
network- and premise-based solutions to secure agency boundaries.
These fully managed services form the core capabilities to protect
agency endpoints from known malware threats. CenturyLink will
deploy MPS, INRS, and vulnerability scanning service (VSS) as part of
our MSS offering for endpoint and network based security.
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Key Features

CenturyLink’s MSS solution is:

A fully integrated protection service that defends against internal and external endpoint attacks
Interoperable with agency infrastructure elements

Able to provide security at the endpoint or in the cloud

Scalable to meet the expanding and evolving threat environment

Capable of rapid deployment of mitigation tactics, techniques, and procedures

Continuously monitored to detect and prevent attacks against the agency infrastructure

Compliant with industry and federal standards and guidelines for securing agency information

How MSS is Provided:

CenturyLink’s MSS provides protection of endpoints, email, web, and networks, through authentication,
anti-virus, anti-malware/spyware, intrusion detection, and security event management. CenturyLink is
proposing service coverage that significantly exceeds the minimum requirement of 256 CBSAs out of the

top 100 CBSAs.
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